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Abstract 

The purpose of this research was to reveal the mechanisms of the digital era’s influence on the 

sociocultural transformations of modern society and to develop approaches to harmonizing technological 

progress with humanistic values, as this was especially important in the context of globalization 

processes and the growth of virtualized forms of interaction. To achieve this goal, an interdisciplinary 

approach was used, which allowed for the combination of philosophical understanding of the dynamics 

of changing values, sociological analysis of an individual’s interaction with digital media, and cultural 

studies of the deep processes of transformation of cultural practices and the formation of digital identity. 

The study found that the digital era was one of the factors of sociocultural transformations, significantly 

changing the structure of values, cultural codes, and practices of human communication. The main 

attention was focused on revealing the peculiarities of the formation of new types of digital identity and 

rethinking traditional value orientations, including family, morality, humanity, and direct 

communication, under the influence of virtualized reality. The research findings showed that the process 

of constructing a “digital self” was accompanied by both increased opportunities for personal expression 

and increased risks of simplified virtual representation and increased dependence on external evaluation. 

Based on the results obtained, several recommendations were proposed aimed at developing critical 

thinking, raising ethical awareness, and improving educational programs in the direction of integrating 

innovative technologies with humanistic guidelines. 
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Introduction 

The relevance of this research was driven by the fact that the digital age 

fundamentally changes modern society’s social, cultural, and moral guidelines, 

forming new models of identity, communication, and interaction. The rapid 

development of technologies, particularly artificial intelligence, big data, 

personalization algorithms, and digital platforms, optimized communication 

processes and caused deep transformations in value systems. Under the influence of 

global online communities, traditional notions of family, morality, humanity, and 

privacy were rethought. Simultaneously, issues of digital inequality, data control, and 

the impact of algorithmic systems on social behavior and democratic processes became 

more acute. Such changes required comprehensive philosophical reflection, which 

would allow for harmonizing technological development with humanistic values, 

preventing the challenges of digital unification and the erasure of cultural authenticity. 

Between 2020 and 2025, scholars increasingly addressed the issues of society’s 

digital transformation, analyzing its technological characteristics and numerous 

sociocultural effects. D. Freedman (2020) emphasized the key role of digital platforms 

in shaping social relations and revising mechanisms of political participation. The 

researcher argued that the online environment increasingly influenced the 

development of civil society, but at the same time could intensify inequality of access 

to resources, causing user stratification based on levels of technological skills. In 

contrast, N. Couldry (2017) focused on the economic and ethical aspects of “data 

colonialism”, exploring how the collection and use of large data sets transformed the 

logic of modern capitalism. The authors concluded that by operating information 

flows, global digital platforms simplified communication and gained unprecedented 

control over user behavior. 

The research of S. Hongladarom and Sh. Zuboff (2023) brought to the fore the 

problem of “surveillance capitalism”, in which large corporations effectively bargained 

for the right to privacy by offering tools for automated monitoring and personalized 

advertising. In this way, a new configuration of power was formed, where digital 

services performed technical and socially regulatory functions. In the work of N. 

Srnicek (2017), the concept of platform capitalism was proposed, which covered not 

only the business models of major IT companies but also analyzed the impact on 

people’s lifestyles and professional employment. The researcher stressed that the 

virtualization of work processes redistributed areas of responsibility between 

employers and employees, forming new employment segments and, at the same time, 

threatening traditional forms of social protection. 
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A group of researchers led by S. Babina (2024), who studied metamorphoses of 

personality in the information society, focused on the psychological and cultural 

dimensions of the digital age. The authors demonstrated that the active involvement 

of the individual in social networks and global online communities affected self-

identification, moral value systems, and the style of interpersonal communication. 

Alongside expanding opportunities for self-expression, there existed a danger of 

losing authenticity, a superficial perception of cultural heritage, and the devaluation 

of profound symbols. 

At the same time, some conceptual questions remained insufficiently addressed 

in the aforementioned works: first, how exactly the transformation of traditional 

values (family, humanity, moral norms) occurred in the process of immersion into the 

digital environment; second, what philosophical and axiological mechanisms 

contributed to the formation of “digital identity” and how these mechanisms changed 

human subjectivity; third, in what ways new forms of digital communication and 

global online networks affected the structuring of worldview attitudes and deep 

cultural codes. 

Given this, the need arose for a comprehensive interdisciplinary analysis 

combining philosophical, cultural, and sociological dimensions. In the context of 

global challenges, it became clear that examining the digital age could not be limited 

only to economic or technical perspectives; a deeper reflection was needed on how 

digital technologies restructured human existence and spiritual-cultural uniqueness. 

The aim of this work was a comprehensive study of value transformations 

occurring under the influence of digitalization, particularly the analysis of 

mechanisms through which the digital environment stimulated changes in 

perceptions of morality, family, humanity, and communication, as well as the 

formation of a new type of identity. To achieve this aim, the study addressed several 

tasks: to outline theoretical approaches to understanding the interaction between 

humans and technologies in philosophical and cultural discourse; to identify 

significant trends in the expansion of digital reality that altered traditional cultural 

codes and meanings; to evaluate the impact of global online communities on the 

spiritual development and worldview of the individual; to develop recommendations 

aimed at forming ethical foundations and critical media literacy capable of 

harmonizing the development of digital society with humanistic orientations. 

 

Literature Review 

Between 2010 and 2024, research on digital transformation expanded 

significantly due to the rapid spread of internet technologies and the transformation 
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of many spheres of social life into digital environments. Alongside the traditional 

analysis of economic or technical aspects, modern academic work is increasingly 

focused on the sociocultural effects of this process. Thus, in the studies of A.J. van 

Deursen and J.A. van Dijk (2018), attention was drawn to the impact of digital 

platforms as structural elements that reconfigured communication practices, creating 

preconditions for new forms of social interaction and simultaneously raising issues of 

monopolization and control over information flows. These conclusions correlated with 

the findings of T. Bucher (2018), who examined the “cultural hegemony” of platforms, 

emphasizing that algorithmic systems increasingly shaped the informational 

environment and specific behavioral patterns, value orientations, and communicative 

standards. 

One of the central research areas became the question of “surveillance 

capitalism,” covered by S. Hongladarom and Sh. Zuboff (2023). The authors 

emphasized that control over data gradually passed to large tech corporations, which 

tracked user behaviour, built predictive models based on it, and influenced consumer 

and social practices. A new social reality was being constructed, in which personal 

privacy became a commodity, and robust algorithms gained access to the formation of 

public opinion. At the same time, within the concept of “platform capitalism,” N. Srnicek 

(2017) highlighted the need to reconsider traditional ideas about the labor market, 

employment, and social protection, since digital platforms acquired the status of new 

“employers,” offering flexible, although often unstable, forms of work. 

Equally important remained the issue of digital inequality, as discussed by M. 

Ragnedda (2017), A.J. van Deursen, and J.A. van Dijk (2018). This phenomenon 

acquired a complex nature as it encompassed technical access to internet resources and 

people’s ability to critically engage with online tools and apply them for education and 

self-development. The lack of necessary skills and limited resources led to a gap in 

opportunities for professional fulfilment, educational advancement, and access to 

quality public services. It was also emphasized by V. Eubanks (2018), who warned that 

automated decision-making systems could reproduce and intensify discriminatory 

biases in credit, healthcare, and social support areas. 

Other works criticized the excessive commercialization of the online space. 

They stressed that transnational IT corporations risk turning public communication 

into an environment governed solely by corporate interests without proper state 

regulation. In parallel, increasing relevance was gained by data ethics issues and 

“information ecosystems” (Mittelstadt, 2019; Floridi, 2020), in which algorithms 

operated with factual and behavioral information. A. Jobin et al. (2019) summarized 

global recommendations for developing and implementing artificial intelligence, 
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emphasizing the importance of transparency, accountability, and non-discrimination 

in designing automated systems. Similar ideas about the need for socially oriented 

digital innovations were expressed by D. Freedman (2020), who proposed integrating 

the principles of justice and human rights protection into technological ecosystems. 

R. Braidotti (2019), who developed a post-humanist perspective, presented 

perspectives on the digital age from the viewpoint of philosophy and anthropology. 

Within this approach, humans appeared as an inseparable part of the Technosphere, 

which extended the boundaries of classical anthropocentrism and emphasized the 

close interrelation between human subjectivity and technological artefacts. This view 

was also reflected in the works of S. Turkle (2011), which addressed changes in the 

perception of self and interpersonal communication, where digital devices became 

intermediaries in emotional and social contacts. 

Another relevant aspect of research was the “mediatized society,” discussed by 

N. Couldry (2017). The author emphasized that digital media were now deeply 

embedded in everyday life, enabling transnational communications and forming new 

mechanisms of influence over social institutions. It created challenges for the 

educational environment, as it necessitated a rethinking of the roles of teacher and 

student in the context of digital platforms. S. Livingstone and A. Blum-Ross (2020) 

noted that young people acquired new skills of digital discernment and critical 

thinking mostly in virtual environments, often outside formal education. S. 

Livingstone (2019) argued for special media literacy programs designed for audiences 

of different ages to overcome the risks of informational passivity and ensure proper 

personality development. 

E. Pariser (2011) drew attention to the so-called “filter bubbles,” where 

algorithmic personalization of content led to the isolation of users in a limited 

informational space, which could hinder social dialogue and deepen the polarization 

of public sentiments. In a broader context of cultural interaction, N. Couldry (2017) 

analyzed “data colonialism,” highlighting that collecting and controlling large datasets 

became a tool of informal power with the potential to influence collective imaginations 

and modes of thinking. 

A relatively new research direction was associated with how digital 

environments could alter the very concept of subjectivity and spirituality. For instance, 

in the works of N. Couldry (2015) and R. Brulle (2016), a thesis was traced about 

“worldview metamorphoses” under the influence of new forms of globalized 

communication, which could both foster solidarity and produce new types of 

alienation. It, to some extent, aligned with D. Freedman’s (2020) idea of the need to 

introduce an ethical dimension into all spheres of digitalization, from algorithm 
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development to the practices of using social networks. Contemporary philosophical 

works such as B.-C. Han (2022) and P.P. Verbeek (2020) offered critical reflections on 

the impact of digital technologies on democracy and subjectivity, underlining the 

ambivalence of these processes. J. Ash (2020) complemented this analysis by drawing 

attention to the erosion of traditional values in digital capitalism, while V. Miller (2020) 

focused on cultural transformations in the globalized online space. 

Thus, the analysis of contemporary academic sources outlined several key 

approaches to understanding digital transformation. The first approach emphasized 

economic and power shifts related to the functioning of platforms and data circulation 

(Srnicek, 2017; Hongladarom and Zuboff, 2023). The second focused on structural 

inequalities exacerbated by digital technologies (Ragnedda, 2017; Eubanks, 2018). The 

third approach deepened the ethical and philosophical dimension, examining the 

influence of the digital environment on the nature of the human, identity, and 

interaction with the surrounding world (Turkle, 2011; Braidotti, 2019; Floridi, 2020). 

At the same time, the question of how the integration of internet technologies 

reconfigured culture, education, and communication practices require acquiring new 

competencies and forming digital interaction ethics (Couldry, 2017; Livingstone and 

Blum-Ross, 2020). All this confirmed the complexity of digitalization as an issue, 

encompassing not only the economic or technological dimension but also deep 

transformations of the social fabric, moral orientations, and cultural codes. 

Hence, the analysis of modern literature demonstrated the multidimensionality 

of digital transformation: from the problem of data ethics and internet access to post-

humanist concepts and the implementation of digital technologies in education and 

culture. Scholars agreed that digitalization had an ambivalent nature: it opened 

innovative opportunities for communication and development, while at the same time 

retaining risks of growing inequality, loss of privacy, and global unification of cultural 

forms. 

 

Methodology 

The research methodology was based on an interdisciplinary approach that 

integrated philosophical, sociological, and cultural analysis to study the sociocultural 

transformations caused by the digital era comprehensively. Both classical works in the 

philosophy of technology and modern research in internet sociology, digital culture, 

and posthumanism were used to investigate this scientific topic. 

The philosophical analysis aimed to identify the ontological and axiological 

changes caused by digital technologies. In particular, the concepts of the “infosphere” 

and “surveillance capitalism” were considered, and the impact of technologies on the 

understanding of freedom, identity, privacy, equality, and justice in the digital society 
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was analyzed. The sociological analysis focused on studying changes in social 

interactions, structures, and institutions under the influence of digital technologies. 

The phenomena of digital inequality were studied. 

The cultural analysis focused on the transformation of cultural forms, the 

processes of globalization and glocalization of culture, and the risks of unification and 

standardization of cultural codes under the dominance of digital media. Changes in 

the production, dissemination, and consumption of cultural products, the formation 

of digital identity, and the impact of digital technologies on art, education, and cultural 

heritage were studied. 

In addition to scholarly analysis, empirical material from Ukrainian and 

international statistical sources, as well as from publications of analytical centers, was 

used in the study. It included data from the National Institute for Strategic Studies 

(Astafiev, 2019) and the Pew Research Center (Suprun et al., 2020), highlighting digital 

technologies’ impact on various dimensions of social life. 

The synthesis of results obtained through philosophical, sociological, and 

cultural analysis allowed for the formation of a holistic view of the complex impact of 

the digital era on sociocultural transformations, the identification of key trends and 

contradictions in this process, as well as the substantiation of recommendations for 

harmonizing technological progress with humanistic values. 

 

Results and Discussion 

The current period of social development, marked by rapid digitalization, is 

causing significant changes in worldviews, communication practices, and the 

formation of individual identity. If earlier the identity of a person was mainly based 

on national, cultural, religious, or social components, this process is complemented by 

new dimensions included in global virtual networks. According to research by H. 

Suprun (2020), the development of the digital environment opens new spaces of self-

expression and self-knowledge. Individuals construct digital presence based on 

established cultural traditions and their own activity in social media, online forums, 

and digital platforms for learning or content consumption. Thus, the “digital self” 

combines a traditional cultural background with dynamic, often transnational 

information flows. 

The study by N. Nychkalo et al. (2020) points to a profound restructuring of the 

inner world of a modern person who is in the role of a so-called “digital citizen”. In this 

situation, a person constantly interacts with global knowledge, searches for new 

meanings in the boundless field of digital data, and tries to develop their own 

guidelines among various cultural forms. In this situation, maintaining a moral and 

ethical compass is of particular importance, as universal values, respect for human 
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dignity, freedom, privacy, and solidarity, risk “dissolving” in endless streams of 

information unless a conscious, critical attitude to digital content is developed. 

An important aspect of the transformation of values is the problem of the 

redistribution of values in the direction of new priorities (Efremov, 2025). For example, 

A.P. Antoniuk (2020) notes that digital culture has become a catalyst for the 

globalization of art and creative practices, while stimulating the development of 

freedom of access to information, the breakdown of traditional cultural boundaries, 

and the rapid convergence of different types of cultural heritage. The shift towards 

digital formats, instant distribution of creative products, and direct contact with a 

multinational audience may seem like a new stage of cultural prosperity. However, 

this process is not without contradictions: excessive standardization of 

communication, the spread of unified patterns of behavior and information 

consumption, and the unbridled pursuit of visual appeal of content can lead to the 

‘washing out’ of local meanings and the devaluation of traditional cultural codes. 

Visual data is presented in Figure 1. 
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Figure 1. Conceptual diagram of the impact of digital transformation on sociocultural processes 

Source: created by the authors. 

 

From the given diagram, it can be concluded that the impact of digital 

transformation occurs in the following stages: 

1. Technological shifts. At the core of digitalization lies the constant 

development of internet platforms, personalization algorithms, and 

artificial intelligence technologies. It stimulates the emergence of new 

communication formats, business models, and global interaction. 

2. Global trends and local specificities. Digital transformation is global 

(through standardized platforms and markets) and local, depending on 

national cultural norms, legal frameworks, and infrastructure 

development. 

3. Transformation of values. In the digital environment, established norms 

of privacy, responsibility, and communication are re-evaluated, 

Technological shifts (development 
of platforms, algorithms, social 

networks, AI)

Global trends (globalization of 
markets, updating of competencies, 

monopolization of platforms)

Transformation of values (revision of privacy norms, 
rethinking of morality, virtualization of communication)

Formation of "digital identity" (shifting the boundaries of 
the real and the virtual, changing self-perception, 

increasing individualization)

Ethical and legal challenges and opportunities (issues of 
equality/inequality, data protection, digital ethics, global 

norms and standards, legislative regulation)

Local features (national 
traditions, language 

environment, state regulation)
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influencing the formation of new moral standards and notions of 

freedom of expression. 

4. Formation of “digital identity”. Blurring the boundaries between the real 

and the virtual stimulates new forms of self-identification, where online 

presence becomes an integral part of an individual’s personal and 

professional status. 

5. Ethical and legal challenges and opportunities. The digital ecosystem’s 

rapid evolution raises data protection issues, combating disinformation, 

equitable access to technology, and the formation of unified ethical 

norms. Addressing these challenges paves the way for more balanced 

societal development, where digital innovations are combined with 

humanistic values. 

Challenges related to new forms of identity and quality of access to digital 

content directly correlate with the “third digital divide” proposed by M. Ragnedda 

(2017). While the first digital divide concerns access to the network itself, and the 

second concerns the skills to use it, the third concerns the ability to critically evaluate 

information and the transformation of value orientations. It refers to a person’s ability 

to receive data and assess their origin, reliability, ethical component, and cultural 

significance. Conditions of digital globalization create an environment in which 

individuals must distinguish manipulative influences, resist fake information, and 

consciously reconsider the system of life priorities (Perizat & Elmira, 2023; Hladkyi et 

al., 2021). 

As one of the leading factors of the actual societal transformation, digitalization 

necessitates a multi-level theoretical understanding that accounts for the diversity of 

philosophical paradigms (Oqlu Kazimi, 2021). A.J. van Deursen and J.A. van Dijk 

(2018) considered technology as a way of revealing being, which at the same time may 

lead to the “forgetting of being” due to the dominance of instrumental rationality. In the 

context of digitalization, these ideas gain new relevance, allowing for a rethinking of 

how the utilitarian aspects of digital technologies displace traditional humanistic 

values. 

The post-humanist approach developed by R. Braidotti (2019) offers another 

perspective that moves away from anthropocentrism. Posthumanism treats humans 

as an integral part of a complex ecosystem, where technologies are not merely tools 

but partners in evolution. It enables a rethinking of the values of the digital age, such 

as ecological responsibility for data use and technological literacy. Another important 

theoretical basis is digital constructivism, rooted in the ideas of social constructivism. 

This approach sees digital media as active agents of social change. These media 

transmit information and form new cultural codes, influencing identity, morality, and 

social norms. It underscores the importance of critically analyzing the impact of digital 

platforms on the evolution of value orientations (Bucher, 2018). 

The latest research also deepens the understanding of the challenges posed by 

the digital age. M. Ragnedda (2017) analyses the phenomenon of the “third digital 
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divide,” which affects access to knowledge and culture, creating additional barriers to 

social integration. L. Floridi (2020) emphasizes the need for ethical standards in using 

big data, such as transparency, accountability, and privacy protection. These aspects 

highlight the need for new moral foundations in human interaction with information 

technologies. 

Digital globalization also raises concerns about the preservation of cultural 

diversity. Unifying cultural codes under the influence of global digital practices may 

lead to the loss of local uniqueness, requiring the development of mechanisms to 

support cultural diversity in the digital environment (Shynkar & Levchenko, 2025). 

Such theoretical frameworks allow for a deeper understanding of the impact of the 

digital age on value transformation, opening new possibilities for harmonizing 

technological progress with humanistic orientations. 

Empirical analysis of the transformations caused by digitalization makes it 

possible to identify new ways of specifying the influence of digital technologies on 

changes in value orientations in different societies (Susska, 2017). Under globalization, 

where digital media has become a tool of communication and a powerful agent of 

meaning-making, attention should also be paid to specific examples reflecting these 

changes (Livingstone, 2019). Internationally, digital platforms can be observed to 

influence the transformation of traditional social norms and cultural values. Research 

by the Pew Research Center highlights a rethinking of values such as family, morality, 

and religiosity, particularly among youth in Western countries. In the US, for instance, 

social networks have contributed to new ethical orientations focusing on 

individualism and self-expression. These trends gradually spread to other world 

regions (Darovanets, 2024). 

In the Ukrainian context, the digitalization of education has become an example 

of transformations accompanied by new opportunities and challenges. In particular, 

the COVID-19 pandemic significantly accelerated the transition to digital forms of 

learning. According to the National Institute for Strategic Studies, implementing 

digital platforms in the education system contributed to increasing technological 

competence among teachers and students. However, the issue of digital inequality 

remains relevant: many pupils from rural areas face limited access to the internet, 

creating barriers to equal learning opportunities (Astafiev, 2019). 

In culture, digital technologies open new horizons for creative activity and 

access to cultural products. The Ministry of Culture and Information Policy of Ukraine 

notes that digital formats, such as virtual tours and online festivals, are becoming 

increasingly popular among the population. 72% of surveyed citizens reported 

participating in cultural events online over the last year. However, these changes raise 

questions about preserving the authenticity of the cultural experience and the risk of 

its superficial perception (Astafiev, 2019). 

Social interaction has also undergone significant changes under the influence of 

digital media. Research by the Kyiv International Institute of Sociology shows that 

almost half of young Ukrainians prefer online communication as the primary form of 
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social interaction. This phenomenon contributes to digital identity development but 

also creates challenges related to feelings of social isolation and the lack of live 

communication. The empirical dimension of the impact of digitalization highlights 

both the positive aspects of changes in value orientations and potential risks that 

require reflection. Including specific statistical data and case studies illustrates trends 

and forms the basis for developing recommendations to harmonize digital progress 

with humanistic values. 

Digital constructivism, based on the conceptual foundations of social 

constructivism developed by T. Bucher (2018), offers a more substantive interpretation 

of the influence of digital technologies on social and cultural structures. The focus of 

this concept is that digital media do not merely transmit information but act as 

powerful agents that actively construct new forms of social reality. Technological 

progress enhances this role, as the development of the internet, social networks, and 

telephony creates conditions under which communication becomes interactive, 

multifaceted, and increasingly individualized. 

One of the most prominent dimensions of digital constructivism is the influence 

of digital media on identity formation (Chyrun et al., 2019). Previously, a person’s 

identity was primarily determined by belonging to a particular nation, professional 

community, or religious group. Digital environments provide opportunities for more 

varied and dynamic self-awareness, within which virtual profiles, online reputation, 

and networked social connections can be no less important than traditional social roles. 

For example, in social networks, creating a “virtual self” is ongoing: users can 

experiment with images, communicate with various audiences, track feedback from 

followers, and receive instant validation through “likes” or comments. This 

reformulation of identity is twofold: on one hand, it stimulates creativity and self-

expression, and on the other\, it may lead to a superficial attitude toward the self, 

dependence on external reactions, and exacerbate the problem of online bullying 

(Jobin et al., 2019). 

Equally important is the transformation of moral orientations in the digital 

environment. The conditions of rapid information exchange and the diversity of 

sources are forming new ethical norms related to the dissemination of confidential 

data, the accuracy of news, the value of privacy, and corporate responsibility (Ordaeva 

et al., 2019; Orazbayev et al., 2020; Bekturova et al., 2017). The culture of “sharing,” in 

which information is instantly distributed among a broad audience, can be both a 

benefit and a challenge: thanks to social networks, people can quickly mobilize for 

charitable or volunteer initiatives, but there is also a risk of manipulation, cyber fraud, 

and invasion of privacy. Increasingly, there is a need to form new ethical standards, 

for instance, concerning the boundaries of digital freedom of speech, content 

moderation requirements, and influencer responsibility to the audiences (Mittelstadt, 

2019). 

The third important aspect is the dynamics of social norms under the influence 

of digital technologies. Whereas in previous times, specific behavioral standards were 
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formed over extended historical periods, the ability of social norms to rapidly update 

has become one of the key factors in the survival of communities in the changing 

conditions of the digital age. Communication conducted via online platforms is 

characterized by high speed and scale, covering millions of users worldwide (Dahan 

& Keller, 2018; Helyi et al., 2022; Dudar & Liashchenko, 2024). This expansion of 

communication networks stimulates new forms of collective discussion and decision-

making. However, it also threatens to create a gap between generations, each of which 

has differing levels of digital competence and, therefore, different approaches to 

information security, mechanisms of self-regulation, and communication (van 

Deursen and van Dijk, 2018). 

Thus, digital constructivism offers a broad theoretical framework for studying 

social transformations in the modern world. It shows that digital platforms act as 

constructors of reality, encompassing the spheres of identity, moral values, and social 

norms. Understanding these processes becomes essential for developing effective 

strategies for managing technological progress and creating educational programs that 

foster critical thinking, ethical awareness, and adaptability to new societal challenges. 

Only by considering all these factors is it possible to expect a harmonious combination 

of innovative development with respect for human dignity, ensuring sustainable 

progress and the preservation of cultural diversity in the global digital space. 

The consideration of current challenges related to digitalization is reflected in 

numerous recent studies, which enable a better understanding of the depth and scale 

of changes in the value system of modern society. One of the most important topics is 

the problem of information inequality, which becomes especially acute amid 

expanding access to digital technologies. M. Ragnedda (2017) draws attention to the 

formation of the “third digital divide,” which is not limited to physical access to devices 

or networks, but also concerns the ability of individuals to effectively use digital 

resources for learning, cultural development, and improving their well-being. The lack 

of such skills, as well as insufficient material resources or appropriate infrastructure, 

can lead to a significant imbalance between social groups, intensifying inequality 

nationally and globally. This challenge is particularly relevant for developing 

countries, including Ukraine, as limited access to quality digital tools affects levels of 

education, professional development, and citizen competitiveness. 

Data ethics is another important aspect studied within the context of digital 

transformation. L. Floridi (2014) emphasizes that amid the rapid spread of technology 

and the accumulation of vast amounts of information, it is necessary to form clear 

ethical principles to regulate the processes of data collection, processing, and storage. 

Transparency, accountability, and responsibility become critical factors in maintaining 

trust between government institutions, businesses, and society (Nurekenova et al., 

2022). Without such ethical frameworks, the risk of manipulation and abuse increases, 

as corporations and public authorities gain unprecedented capabilities for control and 

influence. On a global scale, this becomes even more significant, as incidents of 
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massive data leaks threaten the privacy of much of the world’s population and may be 

used for unlawful surveillance or discrimination. 

The issue of preserving cultural diversity in the digital era draws increasing 

concern from researchers and the public. N. Selwyn (2013) stresses the risks of unifying 

cultural codes when global digital platforms create a homogenized cultural landscape 

that displaces local traditions and habits. It is especially evident in small linguistic 

communities, as the capacity of digital resources to support diverse linguistic and 

cultural forms is often insufficient. The loss of unique cultural heritage may lead to the 

impoverishment of global heritage and weaken the identity of entire regions. To 

prevent such processes, it is important to develop policies to preserve and disseminate 

local cultural content, support digital archives, promote national traditions and 

languages through online platforms, and form networks of cooperation among 

creative communities across countries. 

Overall, analysis of the latest studies provides grounds to assert that 

digitalization exerts a multidimensional impact on modern society’s value orientations 

and social practices. Issues such as information inequality, data ethics, and cultural 

unification are only part of the broader spectrum of challenges accompanying the 

penetration of digital technologies into almost all spheres of human activity. An 

effective response to these challenges requires joint efforts by various stakeholders: 

researchers, educators, IT sector representatives, government organizations, and civil 

society. Only a comprehensive and systematic approach can harmonize technological 

progress with the fundamental values of human dignity, freedom, and cultural 

diversity, guaranteeing sustainable development in the global digital space. 

An integrative approach to analyzing the impact of digital technologies implies 

the synthesis of various scientific paradigms and empirical studies, allowing 

digitalization to be viewed as a multifactorial process complete of both prospects and 

threats. This approach goes beyond narrowly specialized studies focused solely on 

technical or economic aspects, and includes philosophical, ethical, cultural, and 

sociological components. As a result, it is possible to form a holistic view of the nature 

of digital transformations and the influence on social relations, as well as to identify 

the mechanisms that drive changes in the hierarchy of values and behavioral norms. 

The thesis that digital technologies cannot be regarded as neutral tools within 

the integrative approach becomes especially important. Philosophers of technology, 

such as Martin Heidegger and Jacques Ellul, stressed in their works that technology 

has the potential to reconfigure human worldviews and alter the fundamental 

structures of human existence. Heidegger drew attention to the concept of Gestell 

(“enframing”), which describes how technology arranges and “tunes” the perception 

of reality, displacing other possible ways of understanding the world. In the 

contemporary environment, where digital platforms have become the main venues for 

communication, education, and creativity, these ideas gain relevance, as people 

increasingly interact with reality indirectly, through screens, algorithms, and internet 

communication channels (Turkle, 2011; Gros et al., 2020). 
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On the other hand, modern researchers of digital environments such as R. 

Braidotti (2013) and L. Floridi (2020) emphasize the need to rethink anthropocentrism 

and implement post-humanist or constructivist approaches. Posthumanism envisages 

viewing human beings as an integrated link in a complex network of biological, 

technical, and social factors (Tytarenko, 2017). Digital constructivism addresses the 

fact that digital platforms transmit information and actively construct new forms of 

social reality, shaping notions of morality, cultural norms, and identity (Ragnedda, 

2017). In this space, phenomena such as the “virtual self” or dynamic online 

communities are born, which can significantly transform traditional social institutions. 

Integrating classical philosophical concepts with such modern approaches 

allows digital transformations to be seen as processes with ontological, 

epistemological, and axiological dimensions. On the one hand, digitalization changes 

the mode of being in the world (ontological change), influencing how people perceive 

themselves, others, and the surrounding reality. On the other hand, the nature of 

knowledge changes (epistemological aspect): the information space expands and 

becomes multimedia, while the excess of data necessitates the development of new 

filtering methods, critical analysis, and verification. Finally, there is a reconfiguration 

of value paradigms (axiological dimension): the issues of preserving privacy, 

combating information inequality, updating ethical codes for the IT sector, and the 

responsible use of artificial intelligence emerge (Couldry, 2015). 

This approach makes it possible to propose several practical recommendations 

and strategies. There is a need for interdisciplinary collaboration among philosophers, 

sociologists, IT professionals, lawyers, and public sector representatives to develop 

legal and moral norms governing the use of emerging digital solutions in society. The 

unification of these norms and the adaptation to local cultural features can ensure a 

more balanced approach to technological innovation, whereby the advantages of the 

digital age are not overshadowed by the risks of total control, loss of privacy, or 

increased social isolation (Livingstone, 2019). 

Moreover, the development of educational programs focused on technical 

training and the formation of digital culture, critical thinking, and ethical awareness is 

crucial. International organizations (United Nations Educational, Scientific and 

Cultural Organization (UNESCO), the Council of Europe) are already publishing 

guidelines for implementing digital literacy and fostering safe and responsible internet 

usage skills. According to many experts, the formation of digital interaction ethics 

should begin in childhood, when pupils learn to interpret information, create their 

own digital space, and ensure its safety. 

Thus, the integrative approach to analyzing the impact of digital technologies 

proves effective both scientifically and practically. From a scientific perspective, it 

enables a systematic exploration of the complex web of interactions between humans, 

technology, and society, engaging concepts from philosophy, sociology, psychology, 

computer science, and law. From a practical perspective, it opens opportunities for 

developing concrete mechanisms to harmonize technological development with 



IJCHR, 2025, 7(1), DOI: https://doi.org/10.63931/ijchr.v7iSI1.337 

Kravchenko et al. The Digital Era as a New Stage of Sociocultural Transformation: A… |733 

 

fundamental values, prevent information and social inequality, protect privacy, and 

foster responsible attitudes towards technologies that significantly shape the future of 

civilization. Ultimately, such an approach contributes not only to a deeper 

understanding of digital transformations, but also to creating conditions for the 

meaningful and balanced use for the benefit of all humankind. 

Thus, the digital era is creating a new type of identity immersed in a globalized 

information space where changing values are becoming a constant process. It requires 

developing critical thinking, ethical sensitivity, and an understanding of one’s cultural 

heritage, which is necessary to harmonize traditional guidelines with modern digital 

challenges. 

The emergence of global network communications and the rapid spread of 

digital technologies have become the driving factors behind the transformation of 

culture into a multidimensional and dynamic phenomenon that both expands and 

complicates traditional notions of cultural space (Spytska, 2024; Madmarova et al., 

2023). The availability of high-speed internet, the development of mobile applications, 

streaming services, digital libraries, and virtual museum tours stimulates the 

circulation of cultural forms and creative practices on a scale that seemed impossible 

a few decades ago. At the same time, all this exacerbates the problem pointed out by 

researcher A.O. Astafiev (2019): the increasing openness of cultural borders can lead 

to the unification and depersonalization of cultural meanings. 

Attention should be paid to how digital culture constructs new perceptions of 

heritage, traditions, and artistic practices. K.G. Fedorova (2018) emphasizes that at the 

core of the modern cultural landscape lies the formation of a multi-layered visual-

information environment, where content often gives way to form and impressive 

presentation. Digital culture produces many images, clip fragments, short videos, 

memes, and iconic symbols actively disseminated through social networks 

(Imamguluyev & Umarova, 2022; Ruban, 2022). In this process, deep cultural codes 

and complex concepts once embedded in works of art, rituals, or narratives risk being 

transformed into superficial signs. Such cultural content encourages instant 

consumption and fleeting impressions but often does not stimulate deep reflection or 

analytical reconsideration. 

Society faces a dilemma: how, by using the potential of digital communications, 

can the richness of national traditions, regional characteristics, ethnic and religious 

practices be preserved, and the development of local forms of creativity ensured? 

Researchers S. Babina et al. (2024) emphasize that digitalization affects the technical 

aspects of cultural circulation and the metamorphoses of the individual in the 

information society. The individual increasingly becomes an active creator and 

interpreter of cultural meanings. Thanks to digital environments, these meanings can 

combine elements of different traditions, create cross-cultural hybrids, or deeply 

explore rare, little-known aspects of the people’s heritage, making these aspects visible 

to others. 
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Such processes also stimulate new scenarios for the popularization of cultural 

heritage. K. Darovanets (2024) notes that digital tools are transforming the concept of 

cultural dissemination. If previously transmitting values and ideas mainly occurred 

within institutional frameworks, through museums, galleries, libraries, and 

educational programs, any internet user can become a “promoter” of a cultural 

phenomenon. Personal blogs, vlogging, podcasts, and specialized groups on social 

media create a new space for communication in which traditions are reinterpreted. 

Digital culture thus becomes a tool not only for passive preservation but also for active 

renovation: rituals, songs, crafts, culinary traditions, or styles of folk dress can be 

adapted, translated into the language of modern media culture, and presented through 

interactive content, augmented reality, or gamified educational formats. 

At the same time, the risks of levelling local meanings do not disappear. Under 

the pressure of the global information flow, there is a danger of excessive 

standardization, where the unique features of individual cultures are perceived as 

exotic variations against the backdrop of a dominant global cultural mass. This trend 

may lead to the loss of authenticity, as the uniqueness of local traditions, reflected in 

language, folklore, musical, or artistic heritage, faces the threat of “dissolving” into 

dominant global narratives. 

That is why the issue of balancing globalization, and the preservation of cultural 

diversity becomes strategically important. On one hand, powerful digital tools should 

enable the accessible and effective dissemination of cultural practices, engage broad 

audiences and giving new impetus to local traditions globally. On the other hand, it is 

necessary to foster the development of critical thinking, media literacy, and cultural 

sensitivity, encouraging users to distinguish between deep meanings and the 

superficial simulacra. It involves organizing educational, enlightenment, and cultural-

analytical programs that help consumers of digital content navigate the vast volume 

of information, maintain respect for other traditions, and remember the value of their 

cultural heritage (Pariser, 2011). 

Thus, digital culture operates on the border of two processes: it fosters the 

consolidation and interaction of various cultural communities while simultaneously 

provoking depersonalization and unification if precise mechanisms of critical 

comprehension and responsible use of available opportunities are not established. The 

main challenge remains balancing innovative technological progress and preserving 

humanity’s vibrant cultural palette. 

In the modern era, information and communication technologies are not just 

auxiliary tools but an inseparable component of the educational process. Digitalization 

encompasses all levels of education – from primary school to postgraduate training of 

specialists – changing approaches to learning, requirements for educators, and 

conditions for students’ self-development. As O.V. Strutynska (2020) notes, education 

in the digital environment promotes the development of new digital competencies, 

particularly skills in effective searching, critical analysis, and creative use of 

information from open sources. It personalizes learning by considering individual 
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needs and perception rhythms and expands the geographical boundaries of access to 

knowledge, making educational resources accessible to audiences from different 

countries and cultures. 

However, with these advantages, educators and society face several challenges 

related to morality, ethics, and spiritual-cultural values. Research by N. Nychkalo et 

al. (2020) convincingly demonstrates that the digitalization of education, which 

Ukraine is experiencing in parallel with European countries, will lead to reformatting 

teaching methods, didactic approaches, and curricula. Instead of uniform knowledge 

transmission, the teacher becomes a facilitator who guides the pupil or student 

through an endless information space, helping to identify relevant sources, interpret 

complex concepts, and form a holistic worldview. 

It, in turn, requires developing a new type of thinking that is critical, flexible, 

and ethically balanced. Information literacy goes beyond technical skills in using 

computers or online platforms; it becomes a vital competency for navigating the global 

flow of data. It involves distinguishing quality information from disinformation, 

propaganda narratives, or commercial manipulation and recognizing and avoiding 

copyright infringement, plagiarism, and misinterpretation of others’ ideas. Ultimately, 

this is a matter of personal maturity and responsibility that the digital age places on 

both teacher and student. 

An important aspect is that introducing digital technologies in education cannot 

be limited solely to a technocratic approach. According to ideas presented in the works 

of O.V. Voznyuk and O.A. Dubaseniuk (2009), an effective educational process must 

be based on an integrative method that includes not only scientific and technical 

components but also philosophical, cultural, and psycho-pedagogical aspects of 

personality development. The spiritual-cultural dimension of education becomes 

especially important in the context of digital globalization. Suppose learning focuses 

exclusively on acquiring technical skills or specific knowledge without a deep moral-

ethical foundation. In that case, there is a risk of forming a generation of “professional 

consumers” of information who cannot critically reflect on the actions, bear social 

responsibility, or respectfully treat cultural heritage and national traditions. 

Thus, the digitalization of education is a process that requires the harmonious 

combination of innovative pedagogical technologies, practical methodological 

approaches, information literacy, and moral-ethical standards. It must consider not 

only the aim of preparing a competitive professional but also the formation of an 

individual with a high level of spiritual culture, capable of acting consciously and 

responsibly in the face of global challenges. Only in this way can the optimal 

development of a society be ensured, where innovation is not opposed to humanism, 

but instead becomes a tool for the full realization of human potential. 

The modern information society, permeated by digital technologies, raises 

several new ethical issues that were not so acute until recently. The rapid 

informatization of all areas of life, from education and healthcare to production, 

finance, and culture, has led to a fundamental restructuring of approaches to issues of 
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justice, accessibility, and the protection of human rights and freedoms (Apakhayev et 

al., 2018; Kukharev et al., 2021). One of the most pressing challenges in digital 

modernisation is digital inequality (Ragnedda, 2017). This phenomenon manifests in 

various domains: socio-economic, educational, and regional. Individuals or 

communities that lack adequate access to quality internet connections, modern 

equipment, and the skills to use digital resources risk finding themselves on the 

margins of societal development. Insufficient attention to overcoming digital divides 

may lead to the formation of “digital elites” and “digital outsiders”, intensifying social 

injustice and inequality of opportunity. 

Another critical aspect is the possibility of preserving privacy and the security 

of personal data. In the age of digitalization, every action in the online space leaves 

traces that can be used for commercial monitoring, public opinion manipulation, 

political pressure, or even digital blackmail (Spytska, 2023; Dahan et al., 2025). 

Anonymity, which was once seen as a positive factor protecting freedom of speech and 

allowing for free expression, is now a double-edged sword. Alongside the possibility 

of free self-presentation, anonymity creates conditions for cyberbullying, the spread of 

fake information, incitement to hatred, and the use of personal data without the 

consent of the owners. These risks require close attention: technical and legal 

mechanisms for user protection must be developed, effective cybersecurity must be 

ensured, and a public culture of responsible data use must be fostered (Couldry, 2015). 

Against this backdrop, rethinking ethical principles becomes an integral 

condition for building a just and sustainable digital environment. The notion of moral 

responsibility is changing, for both state institutions and individual users. The state 

must act as the guarantor of rights and freedoms in the digital space, providing a 

regulatory framework governing online platforms, data use, artificial intelligence, and 

mechanisms for protection against cybercrime. At the same time, citizens must be 

aware of their role in maintaining ethical order: avoiding the spread of disinformation, 

acting responsibly when publishing others’ personal data, learning to filter 

information flows, and resisting destructive content. 

Research by A.O. Astafiev (2019) points to the need for state support for 

initiatives to raise the population’s level of information literacy. Without the basic 

norms of ethics and responsible use of technology in professional and everyday life, 

the digital society risks becoming a space where technological progress exists without 

a humanistic orientation. Therefore, in the context of communication globalization and 

rapid development of digital tools, a key strategy is to foster critical thinking and 

ethical culture. It is precisely the critical and morally responsible approach to using 

digital resources that will allow the digital environment to become a space for self-

realization, creativity, solidarity, and the building of a just society where the privacy 

and security of every individual are truly protected. 

The aspects of digital transformation outlined above, changing identities, 

redistribution of values, challenges in education, ethics, privacy, and security, are part 

of a complex network of interconnected processes. Achieving the harmonious 
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coexistence of the real and digital worlds requires effective interaction between the 

state, civil society, and technology companies. State institutions need to implement a 

policy that considers both the interests of society in providing access to technology and 

preserving the national cultural heritage, as well as the need to develop reliable legal 

mechanisms for regulating the online space (Balan et al., 2025). The state strategy 

should be based on the principles of fairness, transparency, and democratic 

participation. It implies the adoption of legislation aimed at protecting personal data 

and privacy, developing ethical standards for using artificial intelligence, and 

effectively countering cyberattacks and fake news (Ragnedda, 2017; Khadzhiradieva 

et al., 2024). 

Civil society, for its part, should be an active participant in the digital 

transformation process. Non-profit organizations, civic initiatives, and independent 

think tanks can monitor public policy, advocate for digital rights, promote media 

literacy, support cultural projects, and help those without the necessary skills or 

resources to adapt. Civic engagement helps deepen the public dialogue on the ethical 

dilemmas associated with digitalization and creates a demand for culturally 

meaningful development of digital space. 

Technology companies that use powerful tools to influence user behaviour 

should be aware of their responsibility. Increasing the transparency of algorithms, 

paying attention to content moderation, spreading user-friendly technologies, and 

supporting local cultural initiatives can all contribute to forming a balanced digital 

environment. It is important that corporations see not only commercial interests but 

also engage in social development processes, acting as partners of both the state and 

civil society (Couldry, 2017). 

Thus, sustainable development in the digital age is possible only if three key 

actors work closely together: the state, civil society, and the technology sector. 

Preserving humanistic guidelines, cultural diversity, spiritual and ethical values, 

critical thinking, and information literacy becomes realistic if all stakeholders 

cooperate to balance innovation and social welfare. Such cooperation will pave the 

way for a new quality of digital life, where people remain the key decision-making 

center. Technology is a tool that helps unlock humanity’s creative, intellectual and 

moral potential. 

 

Conclusions  
The study shows that digital transformation significantly changes the hierarchy 

of values and behavioral patterns of modern people, influencing the formation of new 

types of identity and prompting a revision of established cultural codes. In the process 

of immersion in the digital environment, traditional ideas about family, morality, 

humanity, and communication are transforming on the one hand, there are ample 

opportunities for self-expression and interaction with global communities, while on 

the other hand, there is a growing risk of levelling local meanings, superficiality of 

virtual contacts and the emergence of new forms of technology dependence. The 



IJCHR, 2025, 7(Special Issue 1), DOI: https://doi.org/10.63931/ijchr.v7iSI1.337 

738 | International Journal on Culture, History, and Religion 

      Volume 7 Special Issue No. 1 (September 2025) 

analysis showed that digital inequality, insufficient critical media literacy, and the 

commercial monopolization of online platforms can increase social gaps and 

negatively affect the perception of privacy, freedom, and justice. 

An important factor is forming a ‘digital identity’ that transcends national or 

religious boundaries and is increasingly determined by global information flows. This 

identity is based not only on the content of cultural heritage, but also on individual 

strategies of selection, representation, and interpretation of online content. In this 

context, the role of critical thinking and ethical consciousness is growing, as these 

factors can prevent the instrumentalization of human subjectivity and the 

transformation of the user into a passive object of algorithmic influence. According to 

the study, introducing educational and regulatory measures in digital ethics, 

information literacy, and legal regulation may be the key to harmoniously combining 

the innovative capabilities of the digital age with humanistic values. 

In summary, the future of digital society depends on the ability of institutions, 

government, business, and the civil sector to provide transparent mechanisms for 

interacting with users and promote cultural diversity and individual freedom. 

Educational programs focused on developing creativity, critical media literacy, and 

online ethics will be crucial to creating conscious and autonomous citizens who use 

technology and consciously influence its development. 

Given the interdisciplinary nature of the issue, the analysis presented here may 

not cover all aspects of digital transformation. The methodology used was based 

mainly on publicly available statistics, think tank publications, and research papers, 

which limits the possibility of in-depth empirical verification of the statements made. 

In addition, the paper is dominated by a generalized approach that does not always 

consider the specifics of individual regions or industries. 

For a more thorough understanding of the dynamics of digital transformation, 

it would be advisable to expand the methodological toolkit, including qualitative and 

quantitative sociological surveys, ethnographic research in online communities, and 

experimental methods for studying behavioral changes. Further research could focus 

on an in-depth analysis of the impact of artificial intelligence on the formation of 

collective consciousness and moral guidelines, as well as a comparative study of 

government regulation and cultural policy strategies in different countries. This 

approach will allow for seeing the bigger picture, identifying regional peculiarities, 

and formulating more targeted recommendations for the organization of education, 

the formation of data ethics, and the management of technological innovations. 
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